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The Recoverability of Controllability

Introduction

What is Controllability?

What is Controllability of Networks?

= Control Theory + Network Science

®» Driver nodes

. Kalman, R. E. (1963). Mathematical description of linear dynamical systems. Journal of the Society for Industrial and Applied Mathematics,
Series A: Control, 1(2), 152-192.

. Lombardi, A., & Hornquist, M. (2007). Controllability analysis of networks. Physical review. E, Statistical, nonlinear, and soft matter physics, 75(5
Pt 2), 056110.
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The Recoverability of Controllability

How?

Introduction

Controllability of Networks - Maximum Matching problem

v Number of driver nodes(N, ) = Unmatched nodes

Controllability of Networks in Analytical Expression

v Fraction of driver nodes(np): np = Goui(1 — wy) + Gip(w2) — 1+ kg (1 — wo)

~ Wo = 1_Hout(1_w1)
Gout(w) = Z -Pout(kout)mkm'=t

kout:[) 0 — Hz’n
k = (kin) = (kout) - o (102)
Gzn(ﬂf) == Pz (kin)l’kén _ - koutpout(kout) Ekouwt—1
k;o Houlw) = k§1 <how >

Hin (1) = Z kma”(km)mkm_l

keim—1 < k@n >

T U D e I ft Liu, Y. Y., Slotine, J. J., & Barabasi, A. L. (2011). Controllability of complex networks. Nature, 473(7346), 167-173.



The Recoverability of Controllability

np.: fraction of driver nodes at the

Introduction 1 — np y
R = R € [0’1] start
1 — nDO np: fraction of driver nodes during

the attack\recovery process

m 'R
= Scenario A:
Threshol recovery of any alternative link

= Scenario B:
recovery of attacked links

nDo-* 0
Np R

(‘ 1. P.Van Mieghem, C. Doe, HWang, J.Martin Hernandez, D. Hutchison, M. Karaliopoulos and R. E. Kooij, 2010, "A Framework for Computing

Topological Network Robustness", Delft University of Technology, report20101218.
T U D e I ft 2. He, Z, Sun, P, & Van Mieghem, P. (2019, October). Topological approach to measure network recoverability. In 2019 11th International Workshop 6
on Resilient Networks Design and Modeling (RNDM) (pp. 1-7). IEEE.
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Purpose

* 1. Analytically express the controllability for the network
after removing/adding links

Purpose

* 2. Analytically approximate np and compute R-value during
attack process, and recovery process in Scenario A & B

* 3. Compare different recovery strategies in Scenario A & B
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Networks used In work

Swarm Signalling Networks (SSNs):
> P(kout) = 0(k — kout)

kkin

kin!

» P(kiy) = e

> Gout(x) = x¥
» Gip(x) = e k070

1. Komareji, M., & Bouffanais, R. (2013). Resilience and controllability of dynamic collective behaviors. PLoS one, 8(12), e82578.
2. http://www.topology-zoo.org/
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SSN after removing links

np = (p+ (1 —p)(1 — e FA-PU-w2) )k _q 4 e=k(1=p)(1-w2) 4
k(1 — p)(1 — wy)e FI—PI(1—w2)

m
SSN(N=10,000) remove p-percent links
—»- Analytical Values(p=0) — - Analytical Values(p=0.2) —» - Analytical Values(p=0.5)
—8— Simulations(p=0) —8— Simulations(p=0.2) —8— Simulations(p=0.5)
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SSN after adding links

Fraction of Driver Nodes ng

10

10™

1077 4

-1

2

np = e k(1-w2) 4 (1

. e—ﬁ(l—wz))k(l . fe—;»'(l—wz))N—l—k

~1+k(1- wz)e_E(I_W)

k=k+ f(N—1—k)

m

= Nw-D <=L

SSN(N=10,000) add f-percent links

T~

T T
-~ Analytical Values(f=3+*1075) —e— Simulations(f=3*10"%)
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Recoverability

{ How to express the degree distributions after removal/recovery of Iinks?]

-_

Scenario A: recovery of any alternative link

attack:G(x) = G(p + (1 — p)x)

G(x) recovery: G(x) = (1 — f(1 — x))N "1« 5(1 — fzcl — x))
Scenario B: recovery of attacked links
( _ i
attack:G(x) = G(p + (1 — p)x), p=z,0<iSM
G(x) < _ ) M —
recovery:G(x) = G(p + (1 — p)x), p=—7 M <i<2M
\
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SSN’s recoverability

Scenario A

Original [NEEGQAES

Network RS AT
*ng = Gin(1 - wl) -1+ Gout(a/)\z) +k-w(1—3)

*Gout(X) =@+ A - p)x)k
Attack o (o) = e—KA-PE-D)

Phase & Mg = Gin(1 — w1) = 1+ Goye (@) + k(1 = p) - 0y (1 — @3)

o) = (1= fFA =) + (1= p) )"

Recovery

TP G, () = (1 (1 — )Vt PO
g = Gin(1 = @) = 14 Gyt (@) + (k(L—p) + f(N — 1 — k(1 -
P)) - w1 (1 - @7)
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SSN’s recoverability

Scenario B

Original NIk

Network RS AT
*ng = Gin(1 - wl) -1+ Gout(a/)\z) +k-w(1—3)

*Goyt(x) =(p+ (- p)x)k

Attack e G (x) = e~ k(=P)A-%)
g = Gin(1— 1) = 1+ Goue(@3) + k(1= p) - w0, (1 — @3)

Phase

p=1,0<i<M

*Goye(X) =+ (1 - p)x)k

° Gin(x) = e_k(l_p)(l_x)

Recovery

Phase

*Ng = Gin(l —wy)—1+ Gout((‘/j\z) +k(1—p) w;(1—o3)

ep=2 M <i<2M
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SSN’s Recoverability

SSN N=500 k=2 R-threshold=0.9

1.00

0.98 4

0.96

R_value

0.94 1

0.92 1

0.90 +

Kayg in Sceanrio A
Kavg in Scenario B
—=-=- Analytical value for Scenario A

-== Analytical value for Scenario B
Kao%-Ks0%,K50%Ks0%
K30%-Ka0%.Ks0%-K70%

Kao0%-K30%.K70%-Kso%
K10%-K20%.Kso%-Koo%
Kow-K10%.K90%-K100%

100

200

300 400
Number of Challenges

500

600
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Recover Strategies-scenario A

SSN N=500 k=2 R-threshold=0.9

1.00 4
0.98 4
0.96 4
]
=
m
>I
o
0.94 4
0.92 4
—— Kay in Sceanrio A ——- Analytical value for Scenario A K00 -K3om K700 -Kaom
0.90 1 —— Greedy Recovel ry Kaow-Ksow.Ksou-Kson K10%-Kao,Keow-Kaox
g --4- Connect Recovery Kaow-Kaow Keow-Krom Koz-K10%.Kenw-Kioos
T T T T
100 200 300 400
Number of Challenges

Random: 15.2 s/time
Greedy: 8531.9 s/time
Connect: 0.04 s/time
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Connect Recovery

1. Finding independent matching paths

2. Ordering them

3. Linking two independent matching paths in order in each step

1. Optimizing controllability of complex networks by minimum structural perturbations (Wang,2012)
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ecover strategies-scenario B

R value

SSN N=500 k=2 R-threshold=0.9

1.00 4

0.98 -

0.96

0.94 -

0.92 -

0.90 4

—y—
——

Kawg in Scenario B

min degree-product recovery
max degree-product recovery
min evc-product recovery

—¥— max evc-product recovery

—i— greedy recovery

——- Analytical value for Scenario B
KapzKsow, Kaow-Keos

K30%-Kaoe Keow-K7o%
K20%-K30% .K70%-Kso%
Kio%-K20% ,Keow-Kaow
Kow-K10%.Ko0%-K1o0%

T
100

T T
200 300

Number of Challenges

T
500

T
600
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Conclusion

v" Analytical express np after removing/adding links

v" Analytical express np during attack/recovery process in two different

scenarios

v Connect Strategy in Scenario A & Greedy Strategy in Scenario B
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Thanks!
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Q&A
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